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Abstract of JP2002297548 

PROBLEM TO BE SOLVED: To provide a registration 
system which is capable of discriminating a produced 
terminal with another company's product, and also 
registering so as to be identified on a network individually. 
SOLUTION: In a terminal 10, there are provided a key pair 
generating means 13 for generating a key pair of public key 
and secret key, a secret phrase storage means 1 1 for 
storing a secret phrase necessary for registration, and a 
signature generating means 17 for generating signature 
data encoded by the secret key using terminal identification 
information, the public key and secret phrase. Registration 
request data including the terminal identification 
information, public key and signature data are transmitted 
to a terminal registration device 20. The terminal 
registration device comprises: a signature verification 
means 24 for extracting the terminal identification 
information and public key from the registration request 
data, and reading the secret phrase from a secret phrase 
memory means 21 to verify the signature data; and an 
authorization terminal storage means 22 for storing the 
terminal identification information and the public key which 
are validated by the signature verification means. The 
terminal registration device can be discriminated with 
another company's product depending on whether the 
terminal knows the secret phrase. 
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(54) oeno«ft] «*a»'>x^At*n*«firrsgg2ir;*j* 



(57) [Sft] 

4«T**^T4l«*ftl3i:, Ba*fr5fc*fci&H 

*s«7 u-x**»-r sa»B7 u-XE«¥ai 1 1 , 

&BMt ««7l/-X*mi\ 

au «W7u-xiait¥a2i^6»!B7i/-x*tt# 

7 U- X*»I ^ TV * OT? jWc «fc D , 



«* I D 




20^ 



24^ 



1 

[fffflFMSoliH] 

$&7 u-xz®m?m®7 u-xam^mm^ 
£mm • «fc*«D*-"?7*4jsu tammy u-x 

-tzmmmmmwicmmu io 

SiJ1«$8£t&f2lW£: *a§8 LT, Sul2«*tS@5ilg 
r- * fcilflf § c i: *W ft -T 5 3Si*a® >X t A 0 
[HMOS 2] S*^, *y h7-*£|gE&LTffi3fca 

e»»cafi-j-sis*egs/xrATf*oT, 20 
$m7 u-x*««i-r u-XE«^a*«*, 

mii2s^7 is-xmm?z>m®7 v-xwmw&m 

30 

»J«f « mHB&IJMI t LT, tuieffl* K SSkflEK 
B***3] *yh7-^*«*LTl||5|ca 

£. 

wshmii mmmt 54S*M8»Jit ffiiam^s t > 

s3IB4S*ISS'mSi:Hf}|5^giatS^7 U-Xi:?>-£ 
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m&my v-x*mm?*fm7 u-xsm^m. 
msaasmy 1 -** ztMBmmmHtimMm 
fc*ttt>mu msfm7u-X9dm.^m.i)^w^7^ 
-x*tt#au mBfflm®mmtim / £w*tim 
m®7v-xt<D-j5fa&^-yi/3.mmnu 
t mm^-^ms/mmxm.^ vrc t tof-^ 

xtr^mmcmm-r^-^T^m^mt, 
mm*fr5rztbte l mizw&o7 v-x^m^^m 
x%%^mmicffifiirztm7 u-xmm^mt. 

wwBm»mitimQMm t o-jjfa&^v > a fit 
%ts&mmm7 : -2ZMm!®7i'-xx'V§%<tu m 

mm®7 u-x*i2ttf is-xm&^mt. 
tm^mtt tirc^Bwmr-^^namm7 v-xx* 

tmm&m& mm® t m*t> rctm^mmm t » 

t>w&7 \s-x*mm %> c tzm mttzmim 1 
6 4 <D^-f t\Mcmm<DiQ*mmi/XT 1*0 



(3) 

3 

fcg£ x- * ££fi)cf ssro 7, f x t , 

ituf BH^gfitT- * * 6 mil2^*MSiJ1f « £ ffifE^Mtt 

A?fal4IWU k Ml B§£ r- * *fHE& 
■•■e*^ L It t * Of- # t T V ^ A^H 5 

**iJ^-T§^AcD7,x-y7i:, 20 

!9ieafi5iKr - * *<s»^7 **-r mare* § 
©gfitcg^-r sa$a&££ T-feo t> 

Sfg-OXx-yXi:, 

MfB«*l§&S?J1W$H, ME£Hft&tfMIB*« x- 2 

mmt t kmmmmm?- * ^^mmmm^mm 40 

§mfflc07.r-y7k, 

Buififfl*ef8iSBrf)W<k£ ftfcffll2fi»g»lx- * * 
BS^{k*nfe«J12SMB»r-^*«MEaKfi7 U-XX- 

* Offl £ ftlf 3g£r- * ^MIB^MST*^^ L k f <D 
vXt. 50 



f# H 2002 - 2 97548 
4 

JWXy-'vXt, 

h&ksswkx- * ^a^7*^-rit«T*fe5 ^ 

«*fiSB'J1f fB^fBiSt § a$a#J1ff agBtt¥@ k , 
MIB**SSSU1«^i:HufB^WSIkHufB^7 P-X£<Q 

K7*-**5MM-*aHWi#ai:*ll* set swat 

k, 

**ISSg'J1ff^^lB^T5«*asiJ1«^IB1i¥l9:i:> 

mi &&jm%mm t mv&mm t v-n v a a 

^traaawr-^*«nBBa7u-x^««fku n 

imxm 1 1 ] a»^7aKiiai3i8a7 u-xibh^ 
aitscfciaafc-rsaswQSfctti oicibso* 

3] Mf3ffi*A\ lit FAX, 



(4) 

5 

a, rue, trx^-, stb, ttmm, tfu>->; i 

c#-h\ pc, Xyy*, ftiSJfe^ 
ftML1H*frl4L PS. i»F7» SIE«U x 

7tr x 7^D^<D^fnib\ $fctt*ft&©« 

fflW««5HMWEHT*oT, 10 
«*fr5SS»r-**£MU l9E*g*K:a«StE 
7-* SHSfit SiMSfi^a i: . 

U-X£»f 3S5&7 U-XfEM^a^ 

m u mm®7 u-xe«#bkp u-xzm 

««ttE¥a^ 20 

set t -r §ffi*ss5Sfi 0 

im^fci£titzmmmmT-2ikmiw&7 u-x-e 
mmtu mtircmdsmMtoT-tfrzmsmm 30 

Lit t t«D7-* ttfi-m lt^*j^ if a sb 

£&SE¥ai:, 

sang i: 0^ 7^ta«-r § gg£«*i an^a t *«* 
5 c i: i 1- & w*ss&b. 

i®mm\mmtffia&'jkfflmt.itm^T, mifsi^mm 40 

MKftPMfc. WK**«giJ««Rlrt(l«a4»iai 
©-^fift/vy *atf fc»LT«5fcSM^B©fHMre 

siciattosfcsasEBo 

£§B8 • ^«©*-^7*£tf^S*-^7£j£#a 50 



2002-297548 

6 

*«9J« « £ KHEftPMI * MESBB 7 U-X t ©-£ fa 

e>iigs5tig7- * **b* 
ami is] *vh7-**rtLTS&6rr*JH*s 

w*mm n t mm^mm t ©-anaitA » •> a rest 

7U-X83tt¥afr&tafEfBffi7U-X*«#ttiU 8ft 

tsmmmtiT-zzimw&7i'-XT-t%mtu mm 

7- * * iMfif § iM§«¥a i: , 

&fflmtMmm&7]s-xt(D-jjfa&^vi/3.mm 

[»^«2 0] h7-^*^-LT»«"r«iail** 

1^7 i^-x*«tttt«nfc««7 u-XEtt#a<p6» 
**Mfflm7i>-x?'&mtu »6nfcS98BSSR 



(5) 

7 

a«*«*9«StlI<0«MBfn?l«^t bTSSr-** 
4J*U MfE«*I&S'J1i$fi^ WgB^H«fc, MESS 
r-*fc**ttlB!»*£jS"r*KW»£*¥«i:LT 10 
atl^-yr^fcfeoW^S l 9*fctt2 0lcIB««!>7ny 

[0 0 0 1] 

[0 0 0 2] 20 

[0 0 0 3] 1 T<kt>m%s mmwm 

[0 0 0 4] *y h7-^**"Jffl-rS'>XrX,1ftt>.a 
fc©ll#tf#A^&S<ifc*^*5s8®y*D* 

[0 0 0 5] »=««B*«fflr*HRW4^KTftt, 

g^-r-So ctuc*tbr, BBE*HHi*aE*ffofc», 40 

[0 0 0 6] gffilK *<D*SEKfc^T, 
* ©ffi* K b frft 9 SB* ^ t *$n o T ^ 5 fr£ "5 

aw*fc«*it©'<7 (*-^7) *£j#br, £M8 
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[0 00 7] 01 IB, fi£*<DW e b T^tfif fflOHHJ 
WMt¥JB (Lincoln D.Stein^ flaS^rtt^'y *R 

TWe bt*a'Jf^V FJ «i££*±77.*-?ifT, 
PP. 46. 102-1 10) *3*bTV-5o aHH**S£ft*» +— 

>7-r>-eBB«MKiB*i'*. seems* 
mtcmmtZa mtwmt. *s*frv\ *«*><*f 

[0 0 0 8] r^^;l/»*tt, &<*n&ft-tV'S«fc5 

u (Dr>*?;H*^^ y -fe— S?KiSf5f"r 3 C £ J: 0 , 
»&#®&HI«*S]5AWu x^*;l*&*4Hliri?tt 
^fbbT»6nS/N-y->3.ffifc, ^y«fe-S?*»6JWat 

oiE^tt^^E-r setoffs. 

[0 0 0 9] S/c, HI 2tt % SJgbfcI C*-KK* 

[0 0 10] I C*-K8(ifiX«T«Jfibfc*-^7* 
teA©mbV^I C*-F*-9--e^«W (A — Fa 
tt) ©fe^Kiltf, CCT^fiScb^^-^7^, U-^ 
-/v-C*-T'I C*-Ktc»*iity. ^^T\ ^r^gt 

I C ft— F*^*- FjpJffl#EE^«n5. 
[00 1 1] 

[fffli*i<»ttb«fc5i:^s»si] b*»u fiessoens 

[0 0 12] ^-*-^X*tC^giJCDgH%ffllcbT, 
§a n c p<DS^{@^lCggbT*>5.ttH?fbfcD> 

[0 0 13] Sfc, ffl-«r04ig**^^«»Mk:§@%* 
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9 

c*:*wjr***^ (bps, *-^7©swaiii6%«FO 

Coo i 4] Sft, Stt«ft»c«iio^P-/^s/-^ 
*x «*©a8S*ffl-<rk:ffi»)»bfc0rsck*CfRrDB 10 

[ooi5] c 3 ifct£*©iM&ftjKft-r 

[0 0 l 6] 

tt*S8$/Xf-i*fc:&^T\ SHB7U-X* 20 

tt»w*f&ffi7 u-xs*¥a*«tt> am* • 

©+-"«7*£fiRU IBffi7l^-Xfc^BiafciilS*«»J 

*4*bT, coS*r~*i:«*«9J**i:^IBaii: 

S&lllcti. IB«7U-X*«SW-*-SlB«7U-XBtt 
#g*K»t, IHB7U-XJE«¥a*»6SI*lBUfciB«B 

»5B«i:*eaur, «*Ka»siK-r-**iaB-r* 30 

[0 0 17] SSfc, Sg*K«\ IB*7l/-X*iftlfrr* 

»«7 b-xE«*a*»^, • $®si©*-^ 

u-XTW^LT«*a»»Wc2J«U 

a«f7u-x*»tt-rsiBffi7i/-xjEit¥a 

«ffi7U-XEti#a^6ll*Wbfcffiffi7U 

-x*ffli^T, w^bSfttvssaflHBT-**** 40 
[0018] *<Dfttb, iQummmmiz, mmwy 

fifcBSJLT, fiO, *y h7-^±T«^S^UT*t 
[00 19] 

BBB<0H*O«!B] GB l ©3SJWB8) *»W©3til 50 
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«*tiBffi©7U-X*<«tt«n, S*£i£0f5«* 

gatsB ess?-/*) t±, «*«<07u-x^ 

[o o 2 o] 0 Hi, g&££ttSffi*i0£, ffl^ioi: 
7#Mf <5*-^7£jjSc¥ai3i:, »7b-X^ 

«wa-rs^»f6ttR AM*»&j**iBfB7u-xiai#a 

lit, SJg*|ffiSiJ1«ffi (4S*I D) fcfBtlf 33ig* I DIB 

*^®i2fc. *-^7*»»-rs*-' , «7««^ai4 

*s»s£is#ai7fc. asiD, ^BBSRifsftT*- 

u-x*iH£-r s«h&7 u-xm^mistzm 
[0021] aas*sgsS20tt, ssmio*>e.ss 

¥a23i:, afi®»7*-*fr6«*I Dfc^BB»fc*lR 
OfflU *ti6fciB!B7U-Xt©-*lRltt/N-y5'i4i 

^a24i:, Hfc7U-X*SEttra-5««7U-X|E1t¥ 

azii:, **«iE#az44^ai:»6fc«* i Dt^ 

[0 0 2 2] 0 2(i, C©<S*10©e»*<fTfcft*#Ji 
©«W*j*LTVS. S5fcl0©llfifcd§tt, 
B20i:IHB7U-X*#tfU tUfirr«JSI*i(K0iMB7 
k-X§2te¥ailfc, C©««7U-X*«lfl1-5o a 
— !f«^C©«|}*lO*««Ucf!|ffl"r«fc# > *—*7tf 

7^yT'^*gg^B20{cJMM$n^o ffi*§SSB20 
tt, ^S^feV^T, *H*KWiB*7U-X*»loTl#^* 

lOt^^^-OTSiig-r*, ®*10T*tt, Sg©^7^ 
a»7U-^HS*gllS*««7U-XE«# 

antttttttife«Bffi7u-x*}H£'rs. 

[00-2 3] B3tt, C©«*lO©^WS*©¥«4:, 
a*§ggS20©eg©a¥llli: * 7D-0T%LT^ 
5c 

Xf-y/l :i^*i0T*(is *-^74^ai3A^SI 
XT772 : »454j«^ai7tt, I IBH^ai2JcfB 

rani:, i»7u-xiBii¥aiiic*ift«nfciM!f7u 

-Xi:^5fig5x-^*/N>y^iH|g(T*EiBSL, d©- 
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[0 0 2 4] Xr>y 7°3 :4S*I Dt, &M8ti:, 7.x 

*aa»izon:ss«-r*. 

7sT>y75 : ffi*gfiSfi20T?«:, iMS«¥S23^c^ 

[0 0 2 5] 7f^y*6: S«^E¥@24(i, SiS^St 

ffi7U-X3Ett^®21fr5^7U-X*tt#tHU ig 
* I D fc&|»»£IM&7 U-XfcO-jSflRltt'^S'atf 
£frSU *<OBi:, i^f-^^^lit'IfLfct 

LTV3fc*{4, ffi*10^8J^O7l/-X*aioT^5 

^a22IC«HflU 20 

Br- * «*i0lc iiflf 5 o 
[0 0 2 6] Xr>y79 : JB*i(n*8\ SBMI¥Si8«t 

U 

* — *7£l£#ai3tf£$Lfc*-^7 
**-"«7«SM¥ai4K«SlftU 
7>x>y 711 : IMB7 U-X?Bi?ai5^ $&7 U-X 
aE«¥®HH:«Mft«nTl'»SS«fi7U-X*«*r5o . 30 
[0 0 2 7] tfc. «ii£SfltfiB20<i. 7sx-yX6t*i 

[0 0 2 8] £43, *-^7fS^ai4«, *-^7© 

[0 0 2 9] CCfcdfc, «*SiSS@20(i, 4fg*10tf 
IBtfi7l/-X*fcl-aTV*»&fc, W€OX*©S!fi-e 

5o «HB7l/-X«, &8*10frC>48*ggigfi20,;:fl§*§ 40 

-if tmxiox&mr %®mxm®7 u-x# if ns c 

[0 0 3 0] i!073ST*«, «*§^B20tt, ggK 

e^.?>o 4S*ioic+j--ex^«i^-r5-9--^(i, «*io 

*Bffi**fc** S@iB*B»StB20fc|l8i/^fc-£«<: 
£tc&5„ 50 
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[0031] 05 a, c©#f£<z>«£tc, »b***t 

(1) 48* i D*ffi3*Lr?-/<ic-9— tr*© 

(2) tf-/*tt, «8*§SSIlCWbT, *<0iS8*ID 

(3) w*a£SBfc*. «si*^*sM8T*sfci&, mm 

(4) if-/s« % «*teifilJBJgS*iIfci"fSo 
^CT\ rc^Xr -y 71 ~xr>y 73 ©^l®T- 

(5) i»*asgHfcSEas**fT'5o 

(6) i^*aggB«, ^OXx-y75~Xx^yX8cD 

(7) m^tMltbX. ttHU D*ffl^LT, it- ^c+r 

(8) it- /<tt, «B*g»aB£2tbT\ *©ffl*I D 

(9) «S*a^Sa, *<D«*0«* I DRtf&BflB 

(10) tr-z^i, 18*ai^B©&ra»*ffl^T , rS>* 
[0 0 3 2] «3iamiKP&«3tiO&Hai 

^7*JHi^T\ it-AtBg^fbLfciim^fr^ c ttffl 

[0 0 3 3] CCDi^ ^<D7U-X*fiJffl-T5C 

^ ±T#i»**ffl9Jt£:»tgijTf t s «t?bb* return 
[0034] xs-ptt, »jfi-ra«*k:ai«o7u-x 

r *E«*}fi*r * c i: J; tJ > len K> mt c 

[0 0 3 5] i5SB<D7l/-X(i> ±ttT»«jlOfe 

©*ffifflLTt»a<, sfe, xmm, mm. «*a>y 

«H*«tS**»ffi7U-X*fi!fflUTfcai/''. 
Sfc, m«JHIHIc:fc»ciBffi7U-X*«t)»A*J:5K 

[0 0 3 6] $fc, xS;^;l/a*04« J f>ttSEKttffl'r 
5— /3lRl1t/N*y^3. BISK fix SHA-1 (Secure Has 
h Algorithm-1) , MD5 (Mesage Digest Algorithm 

5) , &rc&M%<o&mmmiitz*m^*c.tifiT* 
[0037] *fc, £mm&xm&mic*.&f&*ik • a 

mtlCte, RSA (Ronald Ri vest, Adi Shamir, Leonard 
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Adleman) TtTS-^DSA (Digital Signature Algorith 

[oo3 8] raoaagg&tt, mmm<Diamm-e 

[oo3 9] ffimomMWM3im2otzmswm®m 
</\ 

[00 4 0] t/c. figgffllx-iS'tt, H6fciaVfJ:3 
fW7U-X*«9{bilCffll,^Tfl»ft , r*Ci:t, 10 

[0 0 4 1] COIB, «*10©S*&S^ai7(4, til 
* I D fcftlWifc^BlRSx-^O-SlRltt/Ny ->atf 

-*££Etf3o iM§{S¥ai8H\ MM I D, £Mfc, 
RlfWEa*7*-^$traSSBl7*-**IBffi7 U-X 

[0 0 4 2] JS*fiS«S20-ett, »&ttK¥&24rt. 

-So — gtLTI^tUf, tiJ*10^S52B©7U-X*»loT 
[0 0 4 3] ffc, KS8^S20fcSgLfcti}*10<D 

annate m^^ffltMSr-r-siitA^t^o c©a 

[0 0 4 4] C<DJ§£\ tii*10T*tJ, +-^74fig^© 

«k3£, »6±J*¥«17*k §r&li8fctii*I Dfcfr6 
TJftffi'vy^affi^iWU CC/vyS' 

afii*(Ba5«a-ei«#{kUT**x-* cib*& (St& 

fflU, «*I D) ) ^4fig^§o fbt, ilOlSf- 

ai«fi¥ai8*»6«*afiaiii20K:aifii-r*. 

[0 0 4 5] ti}*S®gfi20T'ti, a&g£^823ft<E*r 

assa-r-**s^*t, **ttiE¥az4a:, mm 
au is** (tr&NM, kid) *iBftna«8Pf 

fkU ttJfLfcMyS/afSfctf-RLT^S 

lOfr&©M§rSa®:d^efc*i:ipJ«U BEJISGire 

^7**-rjBK»asiBr-**«*l0l£:igfi-r*. c 
4*#«i3*«4j«bfcif+-'<7«*-^7*Mli¥aM 50 
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[0046] CCfcdK, -afi»bfc«*<04>BB«O 
Mfrfco^Tt. Sf^Kfr5Ci:*-et«. til*S^S 

[0 0 4 7] «Hfi7U-X«\ fl»fr5#Sai?* 

4f»*BflcR0M*«!-3T*tt-rs«^Jj:»i, }8*©& 

o T^BMlOJg»r*ff 5 C fe T * 5 . 

[0048] (as 2 (ommsm) % 2 osqriitb, 

[0049] E8 a8*Stt«ii*iofc, tii*^s 
ScS2o». BEw»*^sr«*»s*a25*«*, s*io 
<r>mmm 1 (ommmm (01) 5 #&^„ 

[OO5O]09(t C©JB5fnO©g»g#<D#J||J:, 

3o Xf7 X21~Xx -v 727SO*Xx >y 7344>¥Jlttt, 
(03) OXf-y? i~ZTv77RXf 
7>x -y Xl2©#di:^t) 0 *WtK S**HE^a24H:, 

26) , mmi Dt4&mt(D*7teWBti&sm¥SB2 

K«ttL Ux>X27) , £fc, ID 

HB^»4fi!c#l5251cm73f 5o 

Xf7 728 : BEHJW£jjg^iS25(±, ^©tii* I D fcfiM 

©>vy ->affi*4S*§0^M2O©iK^@T-Bt#fk LTtil 
*3£§li£g20©S£f ; -2££$U til* I D£&flflg| 
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